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| ntroduction

In the digital age, user privacy has become an increasing concern
for both users and companies offering online services. The protec-
tion of personal data is now a central theme and opportunity in the world
of marketing and online business, and web agencies are called upon to
play their part in ensuring the security and transparency of the informa-

tion they manage.

The guide "7 + 2 Fatal Errors in Privacy that Risk Web Agencies" aims to
offer practical advice and insights to avoid the main mistakes that can
compromise data privacy and security. The goal is to provide industry
operators with a solid foundation for creating secure online services that
respect user privacy, and to avoid disputes or backlash from their clients,

who are often uninformed or completely unaware.

The risks associated with privacy breaches are manifold and can have le-
gal, economic, and reputational consequences for web agencies, not to
mention the severe penalties for those who do not comply with privacy

regulations.

In summary, with the guide "7 + 2 Fatal Errors in Privacy that Risk Web
Agencies," we intend to provide concrete help to agencies that often face
the "privacy problem" without adequate tools, skills, or without evaluating
the great opportunities, both in terms of image and economic benefits,

that can be achieved for themselves and their clients.
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Privacy is a fundamental right and an essential value in today's digital
world. Web agencies have the responsibility to protect users' personal

data and to act ethically and in compliance with current regulations.

It's up to you to choose whether to ignore the issue, hoping that neither
you nor your clients will ever be audited, or to understand the value of
these rights, embrace them, and further differentiate yourself from your

competitors who lack the ability to innovate.

Do you want to learn how to turn Privacy
into a revenue opportunity for your

web agency by avoiding the
7 + 2 FATAL ERRORS that cause your competitors
to lose clients, time, and money?

Continue reading this document!
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'he Risks of Non-Compliance

Failure to comply with privacy regulations, particularly the EU Re-

= gulation 2016/679 (GDPR), can have serious consequences for web
agencies. The GDPR provides for financial administrative sanctions that
can reach up to 20 million euros or 4% of the company's global annual
turnover. Additionally, violations can lead to criminal penalties, compen-

sation for damages, and data deletion.

Imagine, just for a moment, what it would mean for a company to have to
delete its email list, built over time and containing thousands or even

hundreds of thousands of names.

In Italy, criminal penalties regarding privacy are governed by the 2003
Privacy Code, which provides for prison sentences of up to six years for
violations such as the unlawful processing of data, the unlawful commu-
nication and dissemination of personal data, the fraudulent acquisition of
personal data, false statements to the Data Protection Authority, and non-

compliance with the Authority's measures.

Web agencies must consider the risks associated with non-compliance
with privacy regulations not only from a legal standpoint but also from a
commercial one. Losing a client who "believed they were compliant" is
one of the consequences of non-compliance, and probably among the
worst. Additionally, this can trigger compensation claims, endless heada-

ches, and worries. Not to mention the damage to image and reputation.

It should also be remembered that non-compliance with privacy regula-
tions can expose not only the client but also the web agency to inspec-

tions by competent authorities, such as the Guardia di Finanza. During in-
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spections, web agencies must demonstrate that they have taken adequa-
te measures to protect personal data and have complied with the obliga-

tions set out by the GDPR and national legislation.

And you, have you adopted adequate
measures for the protection

of personal data?

Continue reading this document!
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#1: Using free or non-compliant software

Error Using free and non-compliant software to manage the cookie ban-

ner and generate policies may seem like an apparently convenient

option, but it presents numerous risks that could jeopardize compliance

with privacy regulations and the security of customers' data.

Here are some of the main risks associated with using such software:

Non-compliance with GDPR and other privacy laws: Free and
non-compliant software may not fully adhere to the provisions of
the GDPR or other privacy regulations, increasing the risk of legal
violations and related penalties. This can include, simply, the lack of
one of the four buttons required by the Authority (Accept, Reject,
Customize, and the X), obtaining consent through mouse scrolling,
or the failure to implement the prior blocking of cookies/third-party

software.

Lack of control over customization: Free software often offers li-
mited features and reduced customization options, which may pre-
vent companies from tailoring their policies and cookie banners to

the specific needs of their website and business.

Security vulnerabilities: Free software may be more vulnerable to
cyberattacks, as it may not be regularly updated or may lack ade-
quate security measures. This can put customer data at risk and

cause security breaches.

Limited support: Free software often does not offer adequate or
timely support in case of problems or questions. In the event of

technical or legal issues, it may be difficult to obtain immediate as-
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sistance, which could aggravate the situation and lead to further
complications.

5. Damage to reputation: Using free and non-compliant software
could damage your company's reputation, as customers and part-
ners might question your seriousness and commitment to protec-
ting privacy and personal data.

6. Loss of customers: If website visitors perceive that their privacy
and data security are not adequately protected, they may choose
not to use the services offered by your company or not to interact

with your site, causing a potential loss of customers and revenue.

To avoid these risks, it is advisable to invest in reliable and compliant
software that offers advanced features, customization, and support to

ensure proper privacy management and the protection of customer data.

Have you heard
of My Agile Privacy?
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#2: Not implementing the prior blocking

Higeld of cookies and third-party software

The habit of using software that does not implement the prior bloc-
king of cookies and third-party software can jeopardize the privacy com-
pliance and data security of a web agency and its clients. Below are some

of the issues related to this incorrect practice:

1. Violation of privacy regulations: The failure to implement prior
blocking of cookies and third-party software is a significant viola-
tion of the regulations. This can result in administrative sanctions

and damage to the web agency's reputation.

2. Unauthorized data collection: The absence of adequate blocking
of cookies and third-party software can allow unauthorized collec-
tion and monitoring of users' data by third parties, compromising

user privacy and the security of their personal data.

3. Loss of customer trust: Using non-compliant software can lead to
a loss of customer trust in the web agency, as it may be perceived
as an organization that does not prioritize the protection of its
users' privacy and data.

To avoid these issues, it is essential to use compliant software that im-
plements the prior blocking of cookies and third-party applications, the-
reby ensuring the protection of user privacy and compliance with current
regulations.

MYAGILE My Agile Privacy
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It is advisable to use a solution that is as automated as possible, capable
of automatically detecting changes even after the installation of new fetu-

res on the website.

Are you using non-compliant
software that does not block
third-party cookies?
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Are you still using Analytics
or Facebook Pixel code
without paying attention to

MONITOR AND BOOST

YOUR FARKETING CAPATR regulatory updates?

WHILE COMPLYING WITH REGULATIONS

fxgok TIKQK

Discover My Agile Pixel
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#3: DIY Policies

Error gt temptation to tackle privacy issues independently can be allu-
ring, especially to save on consulting fees. However, privacy regu-
lations, such as the GDPR, are complex and intricate, making it difficult
for non-experts to understand and apply them correctly. The current legi-
slation consists of numerous articles and annexes, with a wide range of
requirements and obligations to follow. Unless you are an expert privacy
consultant, dedicating time and resources to studying the law may not be
the most effective way to ensure compliance with privacy regulations.
Additionally, the subject can be tedious and difficult to understand even

for those in the field.
Handling privacy in a DIY manner entails several risks, including:

1. Misinterpretation of the law: Without an in-depth knowledge of
the regulations, it is easy to make mistakes in interpreting the requi-
rements and provisions. This can lead to unintentional violations of
the law, resulting in penalties and damage to the company's reputa-
tion.

2. Non-compliance: Without a proper understanding of privacy laws,
a company is likely to fail in implementing all required measures,
putting customer personal data at risk and exposing itself to sanc-

tions.

3. Waste of time and resources: Even if you manage to understand
and correctly apply the law, the time and resources spent could be

better utilized focusing on the core activities of your business.

MYAGILE My Agile Privacy
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4. Legal liability: In case of a privacy breach, companies that have ta-
ken a DIY approach may be held liable for the damages caused, re-

sulting in exposure to compensation claims and penalties.

To avoid these risks, it is advisable to seek experts in the field for mana-
ging privacy-related issues. A specialized consultant can help ensure
compliance with regulations, offering tailored solutions that meet the

specific needs of your company.

And you, are you certain about the privacy and cookie
policy you are using?

Click here and contact us for a compliance check.
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#4: Copying Policies from Other Websi-
Error JEE

Y Copying privacy policies from other websites or relying on a "relati-
ve" for help is a mistake that can have very negative consequences. Un-
less the relative is an expert privacy consultant, you are not acting in your
best interest. Privacy policies created for other companies or individuals
are tailored to their specific needs and may not necessarily fit your own.
It's like taking medication prescribed for someone else without consulting

a doctor; it could cause more harm than good.

Each company has unique characteristics and must comply with privacy
regulations based on its specific needs. Copying policies from other sites
can lead to violations and fines. Moreover, copying policies makes it evi-
dent that due attention was not given to privacy, prompting regulatory au-
thorities to investigate more thoroughly, with the risk of incurring additio-

nal penalties.

Similarly, copying the privacy policies of competitors is not a good strate-
gy. In addition to conveying the message that your company does not
stand out from the competitors, you risk inheriting any errors or violations
present in the copied policies. If the competitor has made mistakes in

their policies, copying them makes you vulnerable to the same penalties.

Even relying on a lawyer friend can be a failing choice: a Privacy expert
has theoretical and practical skills acquired over years of specialization,
managing appeals, and handling data breaches that few generalist con-

sultants possess.

Choosing the right provider is strategic and fundamental.
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#5: Not adequately informing and regu-
lating the relationship with the client

) Failing to adapt the relationship with clients through an appropriate

contract and specific clauses that consider responsibilities and privacy

regulations can lead to a series of problems and risks for a company.

1. Loss of trust: If clients discover that a company is not transparent
about its privacy policies or lacks proper contracts, they may lose

trust in the company and look elsewhere.

2. Legal sanctions: Non-compliance with privacy regulations can re-
sult in fines and legal sanctions from the competent authorities.
This can lead to significant financial damage for the company and a

loss of reputation in the market.

3. Liability: Without proper contracts that clearly establish the re-
sponsibilities of each party, a company may face legal disputes with
clients or other interested parties. This can cause additional legal

costs and distract from managing the business.

4. Risk of retaliation: Without adequate countermeasures, a client
who operates independently on their website without particular at-
tention or precautions, and in the absence of a clear contractual re-
lationship, can open the door to damage claims that are very diffi-

cult and stressful to handle.

In summary, it is essential to adequately inform clients and prepare con-

tracts that take into account responsibilities and privacy regulations. This

MYAGILE My Agile Privacy
PRIVACY www.myagileprivacy.com 15 di 25



http://www.myagileprivacy.com

can help prevent legal issues, protect the company's reputation, and en-
sure client trust.
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#6: Thinking that Privacy is Just a Web

Issue
: ! It is important to understand that privacy is not only about the web,
but also extends to other business areas such as video surveillance and

the handling of employee and customer data.

To help you understand, we want to tell you the sad story of Gianni, as re-
ported by our DPO.

Gianni is an entrepreneur who believed he was compliant with all labor re-
gulations and paid his employees' contributions correctly. However, when
the labor inspectorate visited him for a routine check, they found he was

not compliant with privacy laws and imposed fines totaling 42,000 euros.
The fines concerned three main aspects:

1. Gianni had installed a video surveillance system in his warehouse to
protect equipment and spare parts, but he had not provided ade-
quate information on the processing of data collected through the

surveillance.

2. He had not provided appropriate information regarding the proces-

sing of his employees' personal data.
3. He had used his customers' data without obtaining proper consent.

Due to these fines, Gianni had to give up buying a new van to expand his

business and forego the much-desired summer vacation with his family.

This case highlights the importance of considering privacy in all aspects

of the business, not just in the web context.

MYAGILE My Agile Privacy
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#7. Sending Emails Without Collecting
=18 Marketing Consent

W Sending newsletters without consent or purchasing email address
databases are practices that can lead to criminal penalties. According to
the Privacy Code, offenses committed in this area are prosecutable ex of-
ficio, meaning that the Privacy Authority is required to report any criminal
activity it becomes aware of during the course of its functions to the

competent Authority.

Regarding email marketing, the most relevant provisions are currently
those set out in Articles 167, 168, and 169 of the Privacy Code. Article 167
pertains to the unlawful processing of data concerning consent violations
(Articles 23 and 130 of the Privacy Code) and prohibited data transfers.
Article 168 deals with false declarations and notifications to the Privacy

Authority, while Article 169 addresses security measures.

If Articles 23 and 130 are violated, Article 167 provides for criminal penal-
ties for anyone who processes personal data without the required con-
sent, to gain profit for themselves or others, or to cause harm to others. If
the violation causes harm, the penalty is imprisonment from six to
eighteen months. If the violation involves the communication or dissemi-
nation of data, the penalty can be up to twenty-four months of imprison-

ment.

In practice, this means that companies and individuals must pay spe-
cial attention to sending newsletters and using email address data-
bases. It is essential to obtain explicit consent from users before
sending them marketing communications and to ensure compliance

with current privacy regulations. Additionally, purchasing email address

MYAGILE My Agile Privacy
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databases can expose companies to legal risks and damage their reputa-

tion, as these practices are considered spam and violate user privacy.

That is why we will never tire of repeating how essential it is to be aware
of the legal responsibilities and possible criminal penalties associated
with sending newsletters without consent and using email address data-
bases.

Avoid shortcuts! Complying with privacy regulations not only protects
companies from potential legal consequences but also helps build a tru-

sting relationship with customers and users.

Do you want to learn how to
comply with marketing consent
g W using My Agile Privacy?
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#9: Not paying attention to the legislati-

=i gt ve framework that limits data export to

Y the United States

One of the most common mistakes made by companies regarding privacy
is underestimating and sometimes not respecting the limitations on data
export to the United States.

With the entry into force of the Trans-Atlantic Data Privacy Framework
and the certification of American companies according to its requiremen-
ts, the situation has improved compared to recent months when it was
prohibited to export data to the USA.

However, to comply and avoid penalties, three conditions must be met:
the first is that the software company has certified the software we use,
the second is that the processing is carried out according to GDPR pre-
scriptions, and the third is that the Trans-Atlantic Data Privacy Framework

has not yet been invalidated, which is likely to happen relatively soon.

Using non-compliant software that stores data in the United States or is
owned by U.S. companies that do not meet the above three rules can

inadvertently violate privacy regulations.
Why do these limitations exist? A bit of history:

The Privacy Shield was already the second agreement between the Eu-
ropean Union and the United States, establishing a mechanism for pro-
tecting personal data transferred from European companies to American
ones. However, in July 2020, the Court of Justice of the European Union

(CJEU) issued the Schrems Il ruling, which invalidated the Privacy Shield.
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PRIVACY www.myagileprivacy.com 20 di 25



http://www.myagileprivacy.com

The ruling determined that the Privacy Shield did not provide an adequate
level of protection for European citizens' personal data, as U.S. intelligen-

ce agencies could access such data without sufficient restrictions.

In July 2023, an agreement on data transfer between the European Union
and the United States was approved, which is essentially a re-edition of

the two previous ones, both already invalidated by the European Court.

Some progress has been made in terms of protecting European citizens'
data, but many professionals consider these improvements insufficient
and believe that the agreement will have a short life.

What lesson can be learned?

Data is increasingly the new digital gold, and in such a dynamic regulatory
environment, to protect against sanctions and blocks and continue daily
activities such as development, website analysis, and web marketing, it is
necessary to rely on a reliable provider that can guarantee quick respon-
ses to changes and recognized technical and legal expertise.
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#9: Thinking "Who do you think will ever
={(e] 8 check?”

) Many people, perhaps after years and years of business, claim they
have never been inspected for privacy compliance and wonder if there is
really a chance they will be inspected now. This typically Italian assess-
ment is often accompanied by the belief that regulatory bodies should fo-
cus on those committing more serious crimes. However, it is important to

understand that inspections can happen at any time and to anyone.

The authorities responsible for privacy inspections include the Data Pro-
tection Authority, the Postal Police, and the Provincial Labor Directorate.
In addition to these authorities, other entities such as the Municipal Poli-
ce, the Health Authority (ASL), and other bodies can report any violations

to the competent authorities.

An interesting anecdote involves a case where the State Forestry Corps
intervened in a judicial police investigation concerning privacy against a
third party. This shows that, yes, inspections can happen at any time and

to anyone, regardless of the severity of the crimes committed.

Moreover, it is important to note that the likelihood of inspection upon a
report, perhaps by a dissatisfied customer, is increasing. This means that
privacy violations can be reported more frequently, making it even more

crucial for companies and individuals to comply with privacy regulations.

It is essential not to underestimate the importance of adhering to privacy
laws and being adequately prepared for potential inspections. Ignoring

these responsibilities can lead to sanctions and legal consequences.
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Therefore, it is better to be proactive in ensuring compliance with privacy

regulations rather than hoping not to be inspected.

And you, are you using software that
might be considered non-compliant? 1{ {W} i
5

Discover My Agile Pixel, the software

that allows you to comply with

regulations while enhancing your HONITOR AND BT
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ountermeasures

To reduce the risks associated with non-compliance, web agencies
w can invest in training and awareness on privacy and implement ap-

propriate technical and organizational measures to protect personal data.
This may include appointing a Data Protection Officer (DPQO) and imple-

menting specific procedures such as the following:

¥ Use recognized effective software for the most visible aspect of a
website, namely the Cookie Banner and policy generation tools. Have

you heard of My Agile Privacy?

¥ Conduct regular risk assessments: Web agencies should regularly
evaluate the risks associated with the processing of personal data and
implement appropriate measures to mitigate them. This process should
be documented and updated based on new challenges and changes in

regulations.

¥ Establish internal policies and procedures: Web agencies should de-
velop clear internal policies and procedures to ensure compliance with
privacy regulations. This can include guidelines on the collection, sto-

rage, access, disclosure, and deletion of personal data.

¥ Staff training: It is essential that all members of a web agency's staff
are trained on privacy regulations and the agency's internal policies and
procedures. Training should be ongoing and tailored to the specific

needs of the agency and the sector in which it operates.

¥ Managing relationships with suppliers: Web agencies should careful-
ly evaluate suppliers and partners with whom they share personal data,

ensuring that they comply with privacy regulations.

MYAGILE My Agile Privacy
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¥ Preparation for data breaches: Web agencies should have an action
plan in case of a data breach, including timely communication to the
supervisory authority and, if necessary, to the affected individuals. Staff
should be trained on how to respond to data breaches and what actions
to take to mitigate their impact.

Investing in training, appropriate policies, and procedures means that a
web agency can avoid the severe legal and commercial consequences as-
sociated with non-compliance and ensure a safe and privacy-respecting
online environment for their clients. This should not be seen as a "manda-
tory compliance," boring and expensive, but as an effective method to

stand out from competitors and gain market share.

MYAGILE {W} o
PRIVACY PIXEL
Discover My Agile Privacy, My Agile Pixel, and our
consulting services for Privacy compliance.
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